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Abstract— Modern industries adapted Internet of Things 

(IoT) devices as a integral part in the organization for the 

smooth functioning of industries. However, adaption of IoT 

devices introduces various challenges with respect to 

integration, data collection and data security. Industries control 

the activity of different processes through the devices which 

involve in data exchange and data sharing. However, security is 

the most concern as the devices incorporated would not be 

trusted and there will be number of threats would be introduced 

by the devices. Presence of malicious devices introduces 

different attacks on the data and operation of the industry which 

would degrade the performance of the entire system. This article 

presents the detailed survey on the cyber physical systems (CPS)  

security in Industrial IoT networks. There are number of 

security measures and protocols prescribed by researchers for 

the security of CPS.  They enforce security in terms of key 

exchange, data encryption and blockchain models for the 

security enhancement of CPS in IIoT. Also, data analysis 

techniques, deep learning models and machine learning models 

are greatly incorporated for the concern problem. A detailed 

review and analysis of various methods are presented in this 

article. Finally, a comparative study is presented in detail. 

Keywords— IIoT, Cyber Threat, CPS, Machine Learning, 

Deep Learning, Optimization, Intrusion Detection 

I. INTRODUCTION  

 The growing information and communication 

technology has great influence in various industries from 

medical, manufacturing, healthcare, IT industries and so on. 

The recent advancement in communication technology 

enables the adaption of IIoT (Industrial Internet of Things) in 

many levels to enable access and control various operations 

to be performed remotely. For example, the influence of 

Covid-19 leverages the employees of various organizations 

to work remotely from their home where the industries 

provide access for their users to access various resources 

through different devices. However, the security is the most 

concern in any industry which must be ensured to safeguard 

the resource and process of the industry. 

 Like any organization, the industries have great 

threat from cyber-attacks which increases the requirement of 

monitoring, controlling the access and functionality of the 

resources. Cyber physical systems (CPS) are embedded 

system or device which is intended to perform different 

communication towards monitor and controlling the devices. 

Security is the most concern of the industries which can be 

enforced by monitoring the trust of the devices through which 

the users access the resources. Any resource in the 

organization would be accessed through different devices, 

machines and so on. However, restricting the malformed 

access is the major concern in providing data security [21]. 

This research is focused on enforcing rigid CPS model for the 

industries which would support the QoS maximization of the 

organizational process.  

 A CPS in Industry 5.0 is defined as a collection of 

mechanical components, sensors, and IT systems. In terms of 

manufacturing sector, there will be another component 

machine operator. The CPS sense real data of physical system 

and control it.  For example, the temperature monitor on any 

industry would sense the temperature and would control the 

working of any machine accordingly. It comes with the 

temperature sensor and other devices. Similarly, any industry 

would contain a CPS which would be intended to control 

other devices and process [17].  

 A major challenge in the IIoT is cyber physical 

security, because devices are outside the environment and 

must be trusted before accessing data. Industrial consumers 

access external resources and data, but cyber-attacks like 

Distributed Denial of Service (DDoS), intrusion or Sybil 

should be treated cautiously for better performance [53]. To 

handle the cyber threats in IIoT environment, there are 

number of approaches is described in literature. Some of the 

methods use access restriction schemes and some others use 

authentication/authorization schemes, where some other uses 

cryptographic methods [2]. 

 On the other side, blockchain based approaches are 

used in several occasion which maintains the data in blocks 

which are shared among trusted parties and users and can be 

accessed based on the access restriction. In this case, the data 

can be accessed only when the user has the concern key for 

the block which has been shared in a proactive way. 

Similarly, the access restriction is enforced to secure the data 

as well as communication in several occasion. The user 

access is enforced based on profile of the user where there are 

methods which enforce access restriction in data level, 

feature level or attribute level. In all the cases, the access 

restriction in IIoT environment is enforced for the growth of 

industries. All these constraints and the methods around them 

are analyzed in detail in next section. 

II. LITERATURE SURVEY 

Number of secure transmission and access restriction models 

is described in literature. Such methods are analyzed in detail 

in this part.  

2.1 Blockchain Based Approaches: 
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